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@ LockVue’

Summary

The LockVue platform has a comprehensive API that supports all common user functions.
The LockVue REST API is divided into sections covering users & authentication,
Locks, groups, teams,etc.

This document will only cover the Lock APIs required for integration.

Technical Specifications

The API is a REST based API utilising JSON for data transfer.

All dates to and from the API are UTC. Timezone conversion is the responsibility of the client
application.

The accepted format is “yyyy-MM-dd'T’"HH:mm:ss.SSSZ"” where the following format conversions

apply.

yyyy - Year, four digits.

MM - Month, two digits including the leading zero where applicable.

dd - Day, two digits including the leading zero where applicable.

HH - Hour, Two digit in 24 hour format. (©-23) including leading zero where applicable.
mm - Minute in hour, two digit including leading zero where applicable.

ss - Second in minute, two digit including leading zero where applicable.

SSS - Millisecond, three digits including leading zero where applicable

The documentation lists all possible return values. If a value is not returned when requesting a given
object then this value has not been stored with this object yet.

Error Messages

When an error is encountered on the server a JSON encoded error message will be returned. The
format for error messages is shown below.

{

Message: string - human readable error message, suitable for display to the user.

An example of an error message is below.

{

Message: "Your password was incorrect"
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@ LockVue’

API Call Documentation

All API calls are listed relative to the URL of the system that is being accessed.

QA (Test server) URLs:

Lock APIs base URL: https://api-ga-v2.lockvue.com/api/v2/ or https://api-qa-v2.lockvue.net/api/v2/

Testing

To test the APIs a REST client like Insomnia or Postman can be used OR the following swagger
links:

Lock APIs QA Server - https://api-qa-v2.lockvue.net/index.html
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@ LockVue’

Authentication & Authorization

Api Keys

Authentication and authorization is done by providing an Api Key. Api Keys can be generated by a
LockVue user using the LockVue Web Portal by navigating to Settings -> Developer -> Create API Key.
This value must be supplied with every request as a header

x-api-key: <api-key>

LockVue API keys are formatted with a prefix (AST) and a checksum at the end. The format is
AST<uniquekey>_ <checksum> and the whole string including checksum needs to be supplied.

Example API Key:
ASTTkX1iDkdX5ucPxbAOwTp75jfZ3vahuovGfjOzToCnZI=_634DCOF7

Other notes

e Api Keys can be restricted by the user to allow access to certain APIs only.
e Api Keys can be deleted by a user and would result in a HTTP 401 being returned.
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System Version
GET System/Version
Gets the build number of the current api server

Response Class (Status 200)
String

Response Example:

"2.1.001"
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@ LockVue’

Locks

The following APIs provide information and actions available for Locks on the system.

GET Locks/Locktypes

Returns all possible values for the Locktype field returned in other APIs. This is dynamic and can
change as we add/remove more variety to our locks lineup.

Response Class (Status 200)
OK

Response Example:

[

"string"

]

GET Locks/Subtypes

Returns all possible values for the lock Subtype field returned in other APIs. This is dynamic and can
change as we add/remove more variety to our locks lineup

Response Class (Status 200)
OK

Response Example:

[

"string"

]
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GET Locks/Own

Gets all locks owned by the current user

Response Class (Status 200)
OK

Response Example:

[

"Id": "00000000-0000-0000-0000-000000000000",
"LockType": "string",
"UID": "string",
"OptionalDetails": "string",
"ClientId": "string",
"Subtype": "string",
"DisplayName": "string",
"Location": {

"Latitude": o,

"Longitude": ©
¥
"LastUnlockedBy": {

"UserId": "string",

"DisplayName": "string"
Ts
"LastUnlockedAtUtc": "2019-12-04T20:26:28.143Z2",
"LastBatteryLevel": "string",
"NotBilled": true,
"HWAddress": "string",
"OfflineEnabled": true,
"UnlockAlgorithm": "string"
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GET Locks/SharedWithMe

Gets all locks shared with the current user by their owners

Response Class (Status 200)
OK

Response Example:

[

"PermissionType": "View",
"Locks": [
{
"Id": "00000000-0000-0000-0000-000000000000",
"LockType": "string",
"UID": "string",
"OptionalDetails": "string",
"ClientId": "string",
"Subtype": "string",
"DisplayName": "string",
"Location": {
"Latitude": o,
"Longitude": @
s
"LastUnlockedBy": {
"UserId": "string",
"DisplayName": "string"
¥
"LastUnlockedAtUtc": "2019-12-04T20:26:28.150Z",
"LastBatteryLevel™: "string",
"NotBilled": true,
"HWAddress": "string",
"OfflineEnabled": true,
"UnlockAlgorithm": "string"
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POST Locks/Share

Shares the lock with another user with given permissions

Response Class (Status 200)
OK
Parameter content type:

Parameters

@BodyParameter (json):

"PermissionType": "Admin",

"StartTimeUTC": "2024-08-01T00:28:47.843Z",
"EndTimeUTC": "2024-08-01T00:28:47.843Z",
"OneTimeAccessWindowMins": @,

"ShouldSendEmail": true,

"UserId": "string",

"LockId": "3fa85f64-5717-4562-b3fc-2c963f66afas"

POST Locks/ShareWithCode

@ LockVue’

Share a lock with another user with given permissions using an auth-code without requiring the user's

email address.

Please note that you cannot share a lock with a unique code using admin permissions.

Response Class (Status 200)
OK

Parameter content type:

Parameters

@BodyParameter (json):

"PermissionType": "Admin",

"StartTimeUTC": "2024-08-01T00:29:10.749Z",
"EndTimeUTC": "2024-08-01T00:29:10.749Z",
"OneTimeAccessWindowMins": @,

"ShouldSendEmail": true,

"UserId": "string",

"LockId": "3fa85f64-5717-4562-b3fc-2c963f66aft6"

© 2024 Astute Access Group Limited, Commercial in Confidence
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POST Locks/ShareWithTeam

Shares the lock with the users in a team

Response Class (Status 200)
OK

Parameter content type:

Parameters

@BodyParameter (json):

{
"PermissionType": "Admin",
"StartTimeUTC": "2024-08-01T00:29:42.908Z",
"EndTimeUTC": "2024-08-01T00:29:42.908Z",
"OneTimeAccessWindowMins": @,
"ShouldSendEmail": true,
"TeamId": "3fa85f64-5717-4562-b3fc-2c963f66afab6",
"LockId": "3fa85f64-5717-4562-b3fc-2c963f66efab6"
¥

POST Locks/BulkShare

Shares the lock with the a list of users with same given permission

Response Class (Status 200)
OK

Parameter content type:

Parameters

@BodyParameter (json):

"PermissionType": "Admin",

"StartTimeUTC": "2024-08-01T00:18:18.013Z2",
"EndTimeUTC": "2024-08-01T00:18:18.013Z",
"OneTimeAccessWindowMins": @,
"ShouldSendEmail": true,

"UserIds": [
"string"

1,

"LockIds": [

"3fa85f64-5717-4562-b3fc-2c463f66afa6"

© 2024 Astute Access Group Limited, Commercial in Confidence

@ LockVue’

1



POST Locks/Edit

@ LockVue’

Updates lock details with the given new values. Please note that all existing values will be replaced by

the new values (including nulls).

Please note that the user must be either the owner or an administrator of the lock.

Parameter content type:
Parameters

@BodyParameter (json):

{
"LockId": "0©0000000-0000-0000-0000-000000000000",
"DisplayName": "string",
"OfflineEnabled": true

}

Response Messages
HTTP Status Code
204 - No Content

Lock Permissions

GET LockPermissions/Upcoming

Request type - HTTP GET

Response Example:

"PermissionId": "string",
"User": {
"UserId": "string",
"DisplayName": "string"

¥
"ResourceId": "string",
"PermissionType": "View",

"ActivationTimeUtc": "2017-07-02T00:53:31.398Z",
"DeactivationTimeUtc": "2017-07-02T00:53:31.398Z"
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@ LockVue’

GET LockPermissions/MyUpcoming

Gets all upcoming lock permissions along with lock details for the locks granted to the current user.

Response Class (Status 200)
OK

Response Example:

[
{
"PermissionType": "View",
"ActivationTimeUtc": "2019-12-04T20:26:28.135Z",
"DeactivationTimeUtc": "2019-12-04T20:26:28.135Z7",
"OneTimeAccessWindowMins": @,
"GrantedBy": "string",
"GrantedOnUTC": "2019-12-04T20:26:28.135Z2",
"LockDetails": {
"ClientId": "string",
"Id": "00000000-0000-0000-0000-000000000000",
"LockType": "string",
"UID": "string",
"Subtype": "string",
"DisplayName": "string",
"LastBatteryLevel": "string"
}
}

POST LockPermissions/Revoke{id}

Request type - HTTP POST

Parameters - application/json
@id (String) - Valid Permission id.

Response
204 - No content

© 2024 Astute Access Group Limited, Commercial in Confidence 14



Unique Codes

GET Codes/Active

Gets all active authorization codes owned by the current user
Response Class (Status 200)
OK

Response Example:

{
"Code": "string",
"Description”: "string",
"CreatedOnUtc": "2019-12-04T20:26:28.006Z",
"ExpiresOnUtc": "2019-12-04T20:26:28.006Z"
}
]

GET Codes/Past

Gets all expires authorization codes owned by the current user
Response Class (Status 200)
OK

Response Example:

"Code": "string",

"Description"”: "string",

"CreatedOnUtc": "2019-12-04T20:26:28.009Z",
"ExpiresOnUtc": "2019-12-04T20:26:28.009Z"

}

© 2024 Astute Access Group Limited, Commercial in Confidence
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POST Codes/Add

Adds a new authorization code to the system.

Parameters

@BodyParameter (json):

{

"Description": "string",

"ExpiresOnUtc": "2019-12-04T20:26:28.013Z"
}

Response Class (Status 200)

<Code>(String)

DELETE Codes/Delete/{id}

Deletes the given authorization code Note that only the owner of the resource can delete it.

Parameters

@PathParameter (String)id: <valid code id>

Response Messages
HTTP Status Code

204-No Content

GET Codes/DeepLink/{id}

Generates a deep link with the given unique code embedded into it.

Parameters

@PathParameter (String)id: <valid code id>

Response Class (Status 200)

<deep link url>(String)

© 2024 Astute Access Group Limited, Commercial in Confidence
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@ LockVue’

Telemetry (Activity)

POST Telemetry/All

Returns all activities performed on the locks owned or administered by the current user

Parameters - application/json

@startTimeUtc (String) - Start date time to fetch records in UTC.

@endTimeUtc (String) - End date time to fetch records in UTC.

@eventType (String, Optional) - optional string enum to filter for event category. See appendix

@eventAction (String, Optional) - optional string enum to filter for event action. See appendix
@user (String, Optional) - optional filter to filter events relating to a particular user.
@locklds (String array, Optional) - optional array of lock ids to filter results.

@limit (Int, Optional) - optional number of events to return. Default 5000.
@offset (int, Optional) - optional offset number for pagination of results. Default 0

@sortOrder (String) - optional string sort order. Sorted by DatetimeUtc. Default Ascending.

Response Class (Status 200)
OK

Response Example:

{
"Items": [
{
"EventType": "Locks",
"EventAction": "Locked",
"Value": "string",
"ResourceId": "3fa85f64-5717-4562-b3fc-2c963f66afa6",
"AppId": "string",
"Platform": "Unknown",
"AppVersion": "string",
"Offline": true,
"TransactionId": "3fa85f64-5717-4562-b3fc-2c963f66afa6",
"DateTimeUtc": "2024-07-31T23:48:26.2317Z",
"UserId": "string",
"UserAlias": "string",
"User": {
"UserId": "string",
"DisplayName": "string",
"Company": "string",
"Country": "string"
}
}
1,
"TotalResults": ©
}
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@ LockVue’

GET Telemetry/My

Returns all activities performed by the current user.

Parameters
@PathParameter (String)startTimeUtc
@PathParameter (String)endTimeUtc

Response
200 - OK

Response Example:

"DateTimeUtc": "2021-06-08T02:21:05.579Z",
"UserId": "string",
"User": {
"UserId": "string",
"DisplayName": "string",
"Company": "string",
"Country": "string"
¥
"EventType": "Locks",
"EventAction": "Locked",
"Value": "string",
"ResourceId": "00000000-0000-0000-0000-000000000000",
"AppId": "string",
"Platform": "Unknown",
"AppVersion": "string",
"Offline": true

© 2024 Astute Access Group Limited, Commercial in Confidence 18



@ LockVue’

GET Telemetry/Lock

Returns all activities performed on a given lock identified by its unique lock-id. The lock must be
owned or administered by the current user.

Parameters

@PathParameter (String)startTimeUtc
@PathParameter (String)endTimeUtc
@PathParameter (String)lockld

Response
200 - OK

Response Example:

"DateTimeUtc": "2021-06-08T02:21:05.579Z",
"UserId": "string",
"User": {
"UserId": "string",
"DisplayName": "string",
"Company": "string",
"Country": "string"
s
"EventType": "Locks",
"EventAction": "Locked",
"Value": "string",
"ResourceId": "00000000-0000-0000-0000-000000000000",
"AppId": "string",
"Platform": "Unknown",
"AppVersion": "string",
"Offline": true
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@ LockVue’

GET Telemetry/Locks

Returns all lock related activities performed on the locks owned or administered by the current user.
Response Class (Status 200)
OK

Response Example:

"LockDetails": {
"Id": "00000000-0000-0000-0000-000000000000",
"LockType": "string",
"UID": "string",
"OptionalDetails": "string",
"ClientId": "string",
"Subtype": "string",
"DisplayName": "string",
"Location": {
"Latitude": o,
"Longitude": ©
¥
"LastUnlockedBy": {
"UserId": "string",
"DisplayName": "string",
"Company": "string",
"Country": "string"
¥
"LastUnlockedAtUtc": "2021-06-08T02:21:05.584Z",
"LastBatteryLevel": "string",
"NotBilled": true,
"HWAddress": "string",
"OfflineEnabled": true,
"UnlockAlgorithm": "string",
"LockStatus": "string",
"LockStatusUpdatedOnUtc": "2021-06-08T02:21:05.584Z"
¥
"DateTimeUtc": "2021-06-08T02:21:05.584Z",
"UserId": "string",
"User": {
"UserId": "string",
"DisplayName": "string",
"Company": "string",
"Country": "string"
¥
"EventType": "Locks",
"EventAction": "Locked",
"Value": "string",
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"ResourceId": "00000000-0000-0000-0000-000000000000",
"AppId": "string",

"Platform": "Unknown",

"AppVersion": "string",

"Offline": true

GET Telemetry/Summary

Returns useful summary of events logged into the system
Response Class (Status 200)

OK

Response Example:

{
"UnlocksLastlHr": 0,
"UnlocksLast24Hr": 0,
"TotalUnlocks": ©

}

© 2024 Astute Access Group Limited, Commercial in Confidence
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Appendix

Event Types

Event Action

Locks

LockGroups

Teams

Permissions

© 2024 Astute Access Group Limited, Commercial in Confidence

Description

Lock related events

Lock groups related events

Teams related events

Lock permissions related events
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Event Action

Event Action

Locked

Unlocked

Shackle Removed

Lock Status

Battery

Description

Lock locked

Lock unlocked

Shackle removed

Lock Status of lock updated

Battery percentage recorded

Value

null

null

null

"Unlocked", "Locked", ...

Int (0-100)

© 2024 Astute Access Group Limited, Commercial in Confidence
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Lock Status

Lock Status

Locked

Unlocked

Shackle Removed

Unknown

© 2024 Astute Access Group Limited, Commercial in Confidence

Description

Lock locked

Lock unlocked

Shackle removed

Unknown
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Support and Assistance

Initial version
Formatting

New APIs added
Formatting
Updated APls
New Auth details

If you require assistance please reach out via designated contact methods provided to you
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